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7 August 2007

Alan Yates

Chief Executive

New Zealand Bankers’ Association

Box 3043

Wellington 6015

ayates@nzba.org.nz
Consumers’ Institute Proposed Amendments to the NZBA Code of Banking Practice
Dear Alan

Thank you for inviting us to propose amendments to the Code of Banking Practice.

Consumers’ Institute is aware the Code is a guideline document and is not legally binding. However, we would rather consumers be accurately informed about their liability, rather than have to go through the Banking Ombudsman or the Disputes Tribunal to clarify that liability.

Our concern regarding the Code of Banking Practice is that consumers not be liable for anything that is outside their reasonable control. 
We feel there are limits to what most consumers can control when it comes to internet banking security. As outlined in previous discussions, we are predominantly concerned at the vague definition of “up to date” security software, as well as the provision that customers can have their computers searched.
Consumers’ Institute concurs with the following proposed amendments submitted by Internet New Zealand on 2nd August, 2007. We believe the rationales for these amendments are contained in Internet New Zealand’s submission to you:

Amendment 1

Clause 8 (b) (iii) second bullet point – amend to read:

Not recording your Password or other security information including keeping your Password on a file or on your computer or other device (including in any password saving facility which is not secure). A secure Password facility is one where the information in it is securely encrypted and which can only be accessed with a password or other security device that complies with the Password guidelines set out below. We will provide you with updated information on the appropriate levels of security for secure Password facilities;

Amendment 2

Clause 8 (c) (ii) – amend to read:

If you advise us as promptly as is reasonably possible that your customer ID, Password or any other security information is or may be known to another person or there has been unauthorised access to your Internet Banking information or accounts, you will not be held responsible for any loss incurred, unless you have acted fraudulently or negligently or have contributed to such discloser or unauthorised access by not following the guidelines set out in this Code.

Amendment 3

Clause 8 (c) (iii) third bullet point – amend to read:

you have kept a written or electronic record of the PIN, Password or other means of access other than in a secure Password facility;

Amendment 5

Clause 8 (c) (v) – amend to read:

We reserve the right to request access to your computer or device in order to verify that you have taken all reasonable steps to protect your computer or device and safeguard your secure information in accordance with this Code. If you unreasonably refuse our request for access or cannot provde us with reasonable evidence that you have taken those reasonable steps then we may refuse to process your claim. If we are granted access to your computer we will, at our cost, observe proper forensic and legal evidential procedures and ensure that confidential and/or privileged material on your computer is protected.

Consumers’ Institute recommends the following changes:

Clause 8 (c) (iii)

Remove bullet points 4, 5 and 6 completely.

Why? The terms “appropriate” and “up to date” are not defined (and arguably can’t be defined for any length of time). It is also common for people to access internet banking from computers other than their own personal computer – such as at work. We don’t believe it is reasonable for a consumer to know the security level of software or devices used at such places. 
Bullet point 9 covers the bank for liability from unauthorised transactions when it says: you have failed to follow our reasonable security warnings about the appropriate processes and safeguards to follow when using Internet Banking.
It also puts the onus on the banks to have given “reasonable security warnings”.

We would also like to see these clauses removed from any printed terms and conditions printed, or those listed on bank websites. I am happy to discuss these submissions.

Kind regards
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Suzanne Chetwin

Chief Executive
